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1. Summary
The following document describes the operation of a Point to Multi-Point Bluetooth Data module supporting up to 4 Bluetooth devices forming a Piconet connection.

2. Data Interface
To achieve The multi-point Bluetooth Module firmware has been designed to receive data in a very specific format. The requirements of forming a Piconet and properly mapping the data to the correct microprocessor follows very strict formatting, especially for the AT commands structure and as well as the modules data. Communication packets not adhering to the required format will be regarded as invalid data.
2.1. Communication Protocol  

 The host microcontroller should be connected to the Bluetooth Modules via UART connection. The default communication parameters are 115200bps, Hardware Handshake (RTS/CTS) 8 bits, 1 stop, no parity.

All communication between the Host controller and Bluetooth module must follow the outlined communication format.

There are two types of communication formats
a) Command format and
b) Data frame.
2.2. Command Frame:

 AT command format from MCU to Module

	Prefix


	Header type
	Data length
	Application data
	Suffix

	0x55
	0xAA
	0x(00）（2Byte）
	（0 - 65535）Bytes
	0x0D 
	0x0A
	


AT command response from Module to MCU:

	Prefix
	Header type


	Data Length
	Data prefix
	Data 
	Suffix

	0x0D
	0x0A
	0x01
	2 bytes
	0x0D
	0x0A
	(0-65535) 

Bytes
	0x0D
	0x0A


Note: 

1. The length includes Data Prefix and Suffix.

2. The length are two byte with high byte first

3. The length byte is Hex format 


Example of Bytes for Data length = 258


The two bytes of length bytes = 0x01, 0x02
The Following example is used to show how the authentication would be set:

Set Authentication 

	Command
	Response from Module
	Parameter

	AT+AUTH=1
	OK
	<flag>：

0: Authentication disabled

1: Authentication disabled

Default mode: Authentication  Enabled



MCU to Module:

	0x55
	0xAA
	0x00
	0x00
	0x0b
	0x41
	0x54
	0x2b
	0x41
	0x55
	0x54
	0x48
	0x3D
	0x31
	0x0d
	0x0a

	Prefix1
	Prefix2
	AT command
	Data length High
	Data length low
	A
	T
	+
	A
	U
	T
	H
	=
	1
	Suffix1
	Suffix 2


Response from Module

	0x55
	0xAA
	0x01
	0x00
	0x06
	0x0D
	0x0A
	0x4F
	0x4B
	0x0D
	0x0A

	Prefix1
	Prefix2
	Header as AT command
	Data length High
	Data length low
	Data prefix 1
	Data Prefix 2
	O
	K
	Suffix 1
	Suffix 2


2.3. Command Set

2.3.1. Set/Inquire baud-rate
	Command
	Response from Module
	Parameter

	AT+BAUD=< baud>
	OK


	baudrate：(1200、2400、4800、9600、19200、38400、57600、115200、230400、460800、921600、1382400）

Default: 115200

	AT+BAUD？
	OK

＋BAUD:< baud >
	


2.3.2. Set/Inquire communications parameters 
	Command
	Response from Module
	Parameter

	AT+UARTMODE=<stopbit>,

<paritybit>
	OK
	<stopbit>

0：1 Stop bit

1：2 Stop bits

<parity bit>

0：NO Parity 

1：ODD

2：Even

Default: One (1) Stop bit  and parity = none

	AT+ UARTMODE?
	OK

＋UARTMODE: <stop bit>,<parity bit>
	


2.3.3. Set/Inquire Hardware Handshake flow control 
	Command
	Response from Module
	Parameter

	AT+FLOWCONTROL=<flag>
	OK
	<flag>：

0：No hardware handshake
1：Hardware handshake CTS/RTS enabled
Default = hardware handshake enable



	AT+FLOWCONTROL?
	＋FLOWCONTROL: <flag>
	


2.3.4. Set/Inquire Authentication 
	Command
	Response from Module
	Parameter

	AT+AUTH=< flag>
	OK
	<flag>：

0: Authentication disabled

1: Authentication disabled

Default mode: Authentication  Enabled


	AT+AUTH？
	OK

＋AUTH:<flag>
	


2.3.5. Set/Inquire BT Module name 
	Command
	Response from Module
	Parameter

	AT+NAME=<name>
	OK
	Module name


	AT+NAME？
	OK

＋NAME:<name>
	


2.3.6. Set/Inquire BT Module class
	指令
	Response from Module
	Parameter

	AT+CLASS=<classofdevice>
	OK
	Class ( length is fixed at 6 bytes) 
Default =000000

	AT+CLASS？
	OK

＋CLASS:
< classofdevice >
	


2.3.7. Clearing all connected remote Bluetooth devices address  
	Command
	Response from Module
	Parameter

	AT+CLEARADDR
	OK
	None


2.3.8.  Set/Inquire Sniff configuration
	Command
	Response from Module
	Parameter

	AT+SNIFF=<maxtime>,

<mintime>,<try>,<timeout>
	OK


	maxtime：

mintime：

sniff interval：

timeout：

Default=200,32,1,8

	AT+SNIFF？
	OK

＋SNIFF:<maxtime>,

<mintime>,<try>,<timeout>
	


2.3.9.  Reset Module to default parameters
	Command
	Response from Module
	Parameter

	AT+RESET
	OK
	None


2.3.10. Set/Inquiry Scan Time
	Command
	Response from Module
	Parameter

	AT+SCANTIME=<pageinterval>,<pagewindow>,<inqinterval>, <inqwindow>
	OK


	If < pageinterval> = 0 then the module will not respond to any page.  No connection can be made.
If < pagewindowl> = 0 then the module will not respond to any page.  No connection can be made.

If <inqinterval> = 0 then the module will not respond to any inquiry. No connection can be made.

If <inqwindow> = 0 then the module will not respond to any inquiry. No connection can be made.

Default 2048,18,2048,18

	AT+SCANTIME？
	OK

＋SCAN:<pageinterval>,

<pagewindow>,<inqinterval>,<inqwindow>
	


2.3.11. Inquire Modules firmware version
	Command
	Response from Module
	Parameter

	AT+VERSION？
	OK

＋VERSION:<version>
	Firmware version


2.3.12.  Inquire remote BT address
	Command
	Response from Module
	Parameter

	AT+ RADDR?
	OK

＋RADDR:<bdaddr>
	Max connected BT device is 7


2.3.13. Inquire local device BT address
	Command
	Response from Module
	Parameter

	AT+LADDR？
	OK

＋LADDR:<bdaddr>
	Bdaddr: is the Bluetooth Device  address of the local module 


2.3.14.  Soft-reboot of the module
	Command
	Response from Module
	Parameter

	AT+ RESTART
	OK
	


2.3.15. Commence Discovery process 
	Command
	Response from Module
	Parameter

	AT+INQ
	OK

Inquiry result:
+INQRESU:<bdaddr>,

<name>    

Inquiry complete：

+INQCOMP
	< bdaddr >BT address of the discovered Bluetooth device 
<name> Friendly name of the discovered Bluetooth device. (Note:If a name is not found then “Unknown” is returned)


2.3.16.  Cancel the discovery process 
	Command
	Response from Module
	Parameter

	AT+CANCEL
	OK
	


2.3.17. Set/ Inquire PIN code mode
	Command
	Response from Module
	Parameter

	AT+PINMODE=<flag>
	OK
	<flag>：

1: Use default PIN Response（doesn’t not send PINRES command）

0: Send PINRES Command）

Default=0

	AT+PINMODE?
	OK

+PINMODE:<flag>
	Pinmode Inquiry


2.3.18. Set /Inquire PIN (password) number
	Command
	Response from Module
	Parameter

	AT+PASSWORD=<pin>
	OK
	<pin>：PIN number 
Default=0000

	AT+PASSWORD?
	OK

+PASSWORD:<pin>
	<pin>: returns the current PIN # 


2.3.19. Pair with remote Bluetooth Device
	Command
	Response from Module
	Parameter

	AT+PAIR=<bdaddr>
	OK
	<bdaddr>Bluetooth Address
<pin>PasswordPassword
<Status> 

l: Success

0: Failure        
 

	
	+PININD: <bdaddr> 


	

	AT+PINRES=<bdaddr>,<pin>
	
	

	
	+PAIR: <bdaddr>, <Status>
	


2.3.20. Unpair a remote device that is currently paired. 
	Command
	Response from Module
	Parameter

	AT+DEL=<bdaddr>
	OK
	<bdaddr>


2.3.21. Connect Remote Bluetooth device 
	Command
	Response from Module
	Parameter

	AT+CONN=<bdaddr>,

<service>
	OK


	<bdaddr>Blue tooth address
<service> Device type
0x1101 SPP 

0x1108 Headset

	
	+CONN:<handle>,<bdaddr>,

<service>,<state>
	<handle>device ID
Note: This device ID will be assigned after successful  connection

<bdaddr>
<service>Device type
<Status> :

0: Successfully connected 

1: Can’t make connection/interrupted
2: Can’t not obtained Bluetooth device service type

3: Can’t pair



2.3.22.  Disconnect Remote Bluetooth Device 

	Command
	Response from Module
	Parameter

	AT+DISC=<handle>
	OK


	<handle>Device ID


	
	+CONN:<handle>,<bdaddr>,

<service>,<state>
	<handle> the device ID only will be signed after successful connection

<bdaddr> BDADDRESS

<service> Device Type

<status>：

0: Successfully connected 

1: Can’t make connection/interrupted
2: Can’t not obtained Bluetooth device service type

3: Can’t pair



2.3.23. Inquire Current Connection status 
	Command
	Response from Module
	Parameter

	AT+CONN?
	OK

+CONN: handle>,<bdaddr>,

<service>,<status>


	None
Return current status.




2.3.24. Mode switch 
	Command
	Response from Module
	Parameter

	AT+MASTER=switch_mode
	OK


	switch_mode：

0  no Change
1: Switch to Master. If cannot switch to master, disconnect from remote device
2: Switch to Master, If cannot make the switch, stay connected
Default = 2


	AT+MASTER?
	OK

+MASTER: switch_mode
	Current status。


2.3.25. LED operational Mode indicators  
	Command
	Response from Module
	Parameter

	AT+LED=spp_ind
	OK


	spp_ind:

SPP（0-11）Connection LED indicating lamp disposition. (0-11)



	AT+LED?
	OK

+LED: spp_ind
	


2.3.26. Module start instruction 
	Command
	Response from Module
	Parameter

	AT+OPEN：paired_num
	NONE
	paired_num:

Report connected number of devices



2.3.27. Inquire available AT instructions 
	Command
	Response from Module
	Parameter

	ATZ?
	OK

List then available  AT instructions

	None


2.4. Data packet Format (0x10 )
The data packet is formatted as follows:

· The first three bytes are fixed 
· The next two bytes are indicative of the packet length 
· The next two bytes are the destination header 
· The remainder is the payload data which is two bytes less than the designated length 
The following is an example of the Data communication format 

	Fixed Header
	Designator for data 
	Data length 
	Destination ID
	Data 

	0x55
	0xAA
	0x10
	Data length 

(2 bytes)
	（2bytes)
	application payload 

(length – 2bytes）


The first three bytes are fixed as:  0x55 0xAA 0x10 

The data length of two bytes includes the two bytes it needs to define the destination ID.
The Destination ID: 2 bytes in length and is returned when the device connects to a remote Bluetooth device. The destination ID is used to determine which device in the Piconet will receive the data. 

Payload: this is the application data. The length of the data packet is its length reduce from the transmit length by two (2) bytes. 

For example: 

After connecting successfully, the module returns: 
+CONN:1232,4A494E000067,1101,0 

The connection destination ID is the 4A494E000067 

The remote BT device corresponds to the 1232 (16 bits address)

If you choose to transmit the string of characters “HelloWorld” to the address is the 4A494E000067 equipment: 

Then you will transmit “55 AA 10 00 0C 12 32 48 65 6C 6C 6F 57 6F 72 6C 64” 

The data in Black = 55 AA 10 00 0C is the prefix and the data length (0x0C is the length) 

The data in Blue = 12 32 is the destination ID 

The data in Red = 48 65 6C 6C 6F 57 6F 72 6C 64 is Hello World
Please note: When transmitting large amounts of Data it is recommended that the system use Hardware Handshaking. This will help insure the reliability of the data in the Piconet. If for some reason hardware handshaking cannot be implemented the we recommend that the payload be limited to 400 bytes of data, Additionally  the data transmitting microprocessor should wait for an acknowledgement that the data was received properly before transmitting the next batch. 
2.5. Data packet reply (0x20)
The Reply to receiving a data packet is described below the receive data packet is distinguished by the 0x20 in the third byte position:

	0x55
	0xAA
	0x20
	Data Length 
	Object code (1 byte
	Destination ID  (2 bytes)




Object code Table 
	Object code


	Result description



	0x00
	Correct reply



	0x01
	Data packet error: Undefined packet type. 


	0x02
	Packet length invalid (2<= N <=65535）


	0x03
	Data packet transmission time surpasses for 5 seconds



	0x04
	Invalid destination ID: 

If the Module receives a Data packet without a destination ID then the module will automatically substitute a default value of  “00”  



If returns = 55 AA 20 00 03 04 12 34 then the 0x04 in the object code location is indicative of the fact that the Destination ID 1234 is invalid.

3. Examples of the various User Procedures
3.1. Bluetooth Module Discovery Inquiry 
3.1.1. Commence the discovery process for remote BT devices 

3.1.1.1. uP to module ( AT+INQ<CR><LF>）

55 AA 00 00 08 41 54 2B 49 4E 51 0D 0A

3.1.1.2. Module to uP Response ( <CR><LF>OK<CR><LF>

55 AA 01 00 06 0D 0A 4F 4B 0D 0A

3.1.1.3. Result of the INQ command
Module to uP Response (（<CR><LF>+INQRESU:addr,name<CR><LF>）
Example hex response to a module with address: name =:001B3502BC8B, BTM0102C2P
 55 AA 01 00 24 0D 0A 2B 49 4E 51 52 45 53 55 3A 30 30 31 42 33 35 30 32 42 43 38 42 2C 42 54 4D 30 31 30 32 43 32 50 0D 0A 
Example hex response to a module with  address:name =:001B35025C4A ,BTM0102C2P
55 AA 01 00 24 0D 0A 2B 49 4E 51 52 45 53 55 3A 30 30 31 42 33 35 30 32 35 43 34 41 2C 42 54 4D 30 31 30 32 43 32 50 0D 0A 
3.1.2. Cancel the discovery process 

1) uP to module ( (AT+CANCEL<CR><LF>)

 55 AA 00 00 0B 41 54 2B 43 41 4E 43 45 4C 0D 0A

2) Module to uP Response ( (<CR><LF>OK<CR><LF>)

55 AA 01 00 06 0D 0A 4F 4B 0D 0A

Inquiry completed 

3) Module to uP Response ( (<CR><LF>+INQCOMP<CR><LF>)

 55 AA 01 00 0C 0D 0A 2B 49 4E 51 43 4F 4D 50 0D 0A

3.2. Communication Protocol example to pair two devices 
The following is an example of the communication flow that is typically followed when attempting to pair two devices. In this example the remote Bluetooth device has the following BT address: 001B3502BC8B) Note: all of the commands uP to module have a prefix of 0x55 0xAA 
Designator byte and data length
1) The host processor will send the following command to the BT module: 

uP to Module ( (AT+PAIR=001B3502BC8B<CR><LF>)

55 AA 00 00 16 41 54 2B 50 41 49 52 3D 30 30 31 42 33 35 30 32 42 43 38 42 0D 0A
2) And the response from the BT module 

Module to uP Response ( <CR><LF>OK<CR><LF>) 

55 AA 01 00 06 0D 0A 4F 4B 0D 0A

3) The following is the PIN # instructions:

 Module to uP Response ( (<CR><LF> +PININD: 001B3502BC8B<CR><LF>)

The remote device receives (<CR><LF> +PININD: 001B3502BC8A<CR><LF>)

55 AA 01 00 18 0D 0A 2B 50 49 4E 49 4E 44 3A 30 30 31 42 33 35 30 32 42 43 38 42 0D 0A
55 AA 01 00 18 0D 0A 2B 50 49 4E 49 4E 44 3A 30 30 31 42 33 35 30 32 42 43 38 41 0D 0A
1) Response to the Password Inquiry （Password:1234）
a. Module to uP Response ( (AT+PINRES=001B3502BC8B,1234 <CR><LF>)

   The remote device sends out (AT+PINRES=001B3502BC8A,1234 <CR><LF>)

55 AA 00 00 1D 41 54 2B 50 49 4E 52 45 53 3D 30 30 31 42 33 35 30 32 42 43 38 42 2C 31 32 33 34 0D 0A
55 AA 00 00 1D 41 54 2B 50 49 4E 52 45 53 3D 30 30 31 42 33 35 30 32 42 43 38 41 2C 31 32 33 34 0D 0A
Module to uP Response ( (CR><LF>OK CR><LF>)

55 AA 01 00 06 0D 0A 4F 4B 0D 0A
2) Successfully paired 

Module to uP Response ( (<CR><LF> +PAIR: 001B3502BC8B,1 <CR><LF>)
Module to uP Response ( (<CR><LF>+PAIR: 001B3502BC8A,1 <CR><LF>)

55 AA 01 00 18 0D 0A 2B 50 41 49 52 3A 30 30 31 42 33 35 30 32 42 43 38 42 2C 31 0D 0A
55 AA 01 00 18 0D 0A 2B 50 41 49 52 3A 30 30 31 42 33 35 30 32 42 43 38 41 2C 31 0D 0A                  


[image: image1]
3.3. Initiative connection serial port service flow
1) The commands to inquire a remote connection 

 uP to Module (（AT+CONN=001B3502BC8B,1101<CR><LF>）
55 AA 00 00 1B 41 54 2B 43 4F 4E 4E 3D 30 30 31 42 33 35 30 32 42 43 38 42 2C 31 31 30 31 0D 0A
 Module to uP ( （<CR><LF>OK<CR><LF>)
55 AA 01 00 06 0D 0A 4F 4B 0D 0A
2) Upon successfully connecting 
3) Module to uP ( (<CR><LF>+CONN:1010,001B3502BC8B,1101,0<CR><LF>)
4)  55 AA 01 00 22 0D 0A 2B 43 4F 4E 4E 3A 31 30 31 30 2C 30 30 31 42 33 35 30 32 42 43 38 42 2C 31 31 30 31 2C 30 0D 0A

3.4. Serial port data transmission flow

3.4.1. Transmitting HelloWorld
This example makes the assumption that the remote ID is 0x1232.
uP to Module ( (HelloWorld)

uP to Module ( 55 AA 10 00 0C 12 32 48 65 6C 6C 6F 57 6F 72 6C 64
Module to uP (  55 AA 20 00 03 12 32

The remote module will receive (48 65 6C 6C 6F 57 6F 72 6C 64
Remote modules will reply with the addition of the Destination ID (0x1232) 
 55 AA 10 00 0C 12 36 48 65 6C 6C 6F 57 6F 72 6C 64 

3.4.2. Disconnecting serial port service 

 Disconnect remote Bluetooth equipment
uP to Module (  (AT+DISC=1010 <CR><LF>) 
55 AA 00 00 0E 41 54 2B 44 49 53 43 3D 31 30 31 30 0D 0A 
Module to uP (  (<CR><LF>OK<CR><LF>) 
55 AA 01 00 06 0D 0A 4F 4B 0D 0A 
Disconnection instruction 

Module to uP (  (<CR><LF>+CONN=1010,001B3502BC8B,1101,1<CR><LF>)
 55 AA 01 00 1D 0D 0A 2B 43 4F 4E 4E 3D 30 30 31 42 33 35 30 32 42 43 38 42 2C 31 31 30 31 2C 31 0D 0A 

4. Bluetooth Module Hardware 
The Point to multipoint Bluetooth firmware described in this document can be used with the following modules:

a) BT44-191C Data communication only 
b) BT44-191S Data and Audio 
c) BT44-147 Data and Audio 
d) BT44-111S Data and Audio 
Note1; the above communication flow has been described in detail for a a Bluetooth Module operating as a MASTER SPP (Serial Port Profile) device.  The Module would be able to connect to any Bluetooth slave device that has the SPP profile. 

Note 2: For audio applications please contact ZBA for additional details and requirements for operating as a Bluetooth MASTER with point to multipoint function and transmitting audio data. 

5. Document Status & Contact Information 
	Date 
	Comments 

	April 2009
	First draft 


To make a request for change, correction, additions or information on references, please contact: 

ZBA, Inc. 
94 Old Camplain Road 
Hillsborough, NJ   08844
Phone: 908-359-2070 

Fax 908-595-0909

E-mail: techsupport@zbausa.com
Website : http://www.bluetoothmodules.net
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